NMamaTka no 6e3onacHocTu B cetn UHTepHeT

C KaxaplM TOJIOM IOJPOCTKOB B HMHTEPHETE CTAaHOBUTCS OOJIbIIE, UIKOJBHUKH OJHU U3 CaMbIX
aKTUBHBIX IOJIb30BaTeneil PyHera. Mexnay TeM, IOMHUMO OIpPOMHOIO KOJIMYECTBA BO3MOKHOCTEH,
MHTEPHET HECeT U NMPOoOIeMbl. DTa MamsTKa J0JDKHA TOMOYb TeOe 0€301MacHO HaXOAUTHCS B CETH.
KoMnbloTepHbie BUPYChI

KoMmnploTepHelii  BUPYC — 3TO Ppa3sHOBUAHOCTH KOMIBIOTEPHBIX IIPOrpamMM, OTJIMYUTEIBHOU
0COOEHHOCTBIO KOTOPOH SIBISIETCS CHOCOOHOCTh K PAa3MHOXKEHHIO. B 10TOJIHEHHE K 3TOMY, BUPYCHI
MOTYT TOBPEIUTh WU IOJHOCTHIO YHUUTOXXUTH Bce (ailibl W JaHHbIE, [OJKOHTPOJIbHBIE
10JIb30BATENI0, OT MMEHU KOTOPOro ObliIa 3aIlylieHa 3apakEéHHas IporpaMMa, a TakkKe NOBPEIUTh WK
Jla)K€ YHUUYTOKUTh OIEPALMOHHYIO CHUCTEMY CO BceMM (paiimamu B 1esnoM. B GoJsibIIMHCTBE ciydaeB
pPacIpOCTPaHAOTCS BUPYCHI Yepe3 UHTEPHET.

MeToabl 3a1UTHI OT BPEIOHOCHBIX IIPOrPaAMM:

e Hcrnonb3yil cOBpeMEHHBIE ONEPAIMOHHBIE CHUCTEMbI, UMEIOIINE CEPbE3HBIM YPOBEHBb 3aIUTHl OT
BPEIOHOCHBIX TIPOTPAMM;

e IlocTossHHO  ycraHaBnuBail  maytd  (UUQpPOBBIE  3aIUIaTKH,  KOTOPHhIE  aBTOMATHYECKHU
YCTaHABIUBAIOTCS C IEIbI0 JOPAaOTKU MPOTrpamMMBbl) U Jpyrue OOHOBIIEHHUS CBOEH OIeparmoHHON
cucteMbl. CkaunmBail UX TOJBKO C oduIManbHOro caiita paszpadborunka OC. Ecnmu cymiecTByeT
pPEeXKUM aBTOMATUUYECKOTO OOHOBJICHHS, BKIIIOUH €T0;

e PaboTtaii Ha cBOEeM KOMIIbIOTEpPE TOJ TpaBaMH IOJH30BATENsA, a HE aIMUHUCTpaTOopa. DTO HE
MO3BOJIUT OOJIBIITMHCTBY BPEIOHOCHBIX MPOTpaMM HWHCTAJUIMPOBATHCS Ha TBOEM MEPCOHAILHOM
KOMIIBIOTEPE;

e UHcrmonw3yil aHTUBHPYCHBIC TPOTPAMMHBIC TMPOJYKTHI  WU3BECTHBIX  MPOU3BOIUTENCH, C
aBTOMAaTHYECKUM OOHOBJICHUEM 0a3;

e Orpannub PU3NYECKUN TOCTYI K KOMIBIOTEPY ISl TOCTOPOHHUX JIUII;

e Hcrmonp3yil BHEITHUE HOCUTENW WH(MOPMAIUK, TaKue Kak (Quienika, TUCK uin (aiia U3 UHTEpHETa,
TOJBKO U3 MPOPEPEHHBIX HCTOUYHUKOB;

e He oTkpriBaii KOMIBIOTEpHBIC (DANITBI, TOTYyIEHHBIE U3 HEHAIEKHBIX HCTOYHUKOB. Jlake Te ¢ailbl,
KOTOPBIE MTPUCIIANT TBOW 3HAKOMBIN. JIydIlle yTOUHM y HETO, OTIPABIISLI JIK OH TeOe HX.

Cetu WI-FI

Wi-Fi - 910 He Buj mepenadn JaHHBIX, HE TEXHOJOTHS, a BCEro JIMIb Opera, Mmapka. Eme B 1991 romy
HUJIepJIaHIcKass KoMmmanus 3apeructpupoBana Opern « WECA», dro 00603HaYaao ClIOBOCOYETaHHE
«Wireless Fidelity», KoTopwlii mepeBOIUTCS Kak «OecrpoBOAHAS TOYHOCTH». Jl0 Hamiero BpeMeHU
Jo1IIa Apyras abOpeBuaTypa, KOTopasl SBISIETCS TaKOH K€ TEXHOJoTHel. D10 ab0peBuarypa « Wi-Fiy.
Takoe Ha3zBaHue ObLIO JAHO C HAMEKOM Ha CTaHAapT BhICHINI 3ByKoBOM Texuuku Hi-Fi, uto B mepeBoe
03HAyYaeT «BBICOKAS TOYHOCTBY.
Ja, GecriaTHBIM MHTEPHET-IOCTYI B Kade, OTeNsAX U adporopTrax sBISETCS OTINYHOW BO3MOYKHOCTHIO
BbIXOJla B MHTEepHET. HO MHOTrMe 3KCIepThl CYMTAIOT, 4To obmenoctynHeie Wi-Fi cetu He sBISIOTCS
0e30TacHBIMH.

CoBeThlI 10 0€30MACHOCTH PadoTe B 001IEeI0CTYHBIX ceTsix Wi-fi:

e He nepenaBaii cBoro nuunyio uHdopmanuio yepes odmenoctynusie Wi-Fi ceru. PaboTas B Hux,
JKeJIaTeIbHO HE BBOJUTH MAPOJIH JOCTYIIA, JIOTHHBI U KaKue-TO HOMEPa;

e lcnonb3yii 1 0OHOBIISIN aHTUBUPYCHBIE MMPOTPaMMBbI U Opanamayep. Tem caMmbiM Thl 00€30TaCHIIIb
ce0s OT 3aKayKu BUpYca Ha TBOE YCTPONCTBO;

e Ilpu wucnonb3oBanuu Wi-Fi otkmoun Qynkuuio «OOmmuit moctyn k Qaimam U OpUHTEpaM».
JlanHast GyHKIUS 3aKpbITa [0 YMOJIYAHUIO, OJTHAKO HEKOTOPHIE MOJIH30BATENN aKTUBUPYIOT €€ Ui
y100CTBa UCHOJIB30BaHMS B paboTe UK yueoe;

e He ucnons3yit myOnauunbiii WI-FI nns mepenauum TUYHBIX JaHHBIX, HApUMEpP UL BBIXOJA B
COIIMANIbHBIEC CETH UITU B DJIEKTPOHHYIO TMOYTY;

e Hnone3yit Tonpko 3amuineHHoe coeaunenue uyepe3 HTTPS, a ue HTTP, T.e. npu HaGope BeO-
azpeca BBOAU UMEHHO «https://»;

e B wmoOunbHOM Tenedone ortkmoun QyHkimio «llogkmouenne k Wi-Fi aBTomatnuecku». He
JIOITyCKail aBTOMATHUYECKOTO MOJIKII0UEHHs ycTpoicTBa K ceTaM Wi-Fi 6e3 TBoero cornacus.

ConuajbHble ceTH
CornuanbHbIe CeTH aKTUBHO BXOJIST B HAIILY JKU3Hb, MHOTHE JIOJM padOTAIOT U )KUBYT TaM MOCTOSHHO, a
B Facebook yxe 3apeructpupoBaH MuIIHAp] YEJIOBEK, YTO SBJISAETCS OJHOM CeAbMOM BCeX XKHUTeJel



miaadeTsl. MHOTHE MOJB30BaTeNN HE IIOHHUMArOT, 4TO I/IH(I)OpMaLII/I}I, PasMCIICHHAA UMU B COHUAJIBHBIX
CCTAX, MOXCT OBITh HaﬁI[GHa " HCIIOJIb30BaHAa KEM YIroJHO, B TOM YHUCJIC HC 00s13aTeIBbHO C OJaruMu
HaMCPCHUSAMMU.

OcHOBHBIE COBETHI 110 0€30I1aCHOCTH B COIMMAJIBHBIX CETHAX:

e OrpaHuub CHUCOK Apy3eil. Y TeOs B IPY3bsAX HE JOJDKHO OBITh CIy4allHBIX U HE3HAKOMBIX JIFOJICH;

e 3amminai cBOIO 4aCcTHYIO kM3Hb. He yka3piBaii mapoiiu, TenedoHsl, agpeca, JaTy TBOETO POXKICHUS
U JAPYryIo JTUYHYI0 UHPOpMaNKio. 3M0YMBIIIJICHHUKA MOTYT HCIIOJIBb30BaTh ke WHPOPMAIUIO O
TOM, KaK Thbl U TBOU POJUTEIN IUIAHUPYETE MPOBECTU KAHUKYIIbI;

e 3amminai CBOIO PEIyTaIuIo - JACPKH €€ B YHCTOTE M 3a/aBail cebe BOMPOC: XOTEN OBl ThI, YTOOBI
Jpyrye noJib30BaTeIN BUIEIH, YTO Thl 3arpyxaein? [logymaid, mpexae ueM 4To-To OIyOJInKOBAaTD,
HanucaTb 1 3arpy3uTh;

e Ecnu Tbl roBOpHILb C JHOABMH, KOTOPBIX HE 3HACILIb, HE UCIOJb3YH CBOE peaIbHOE UMS U JPYTYIO
JUYHYI0 HHPOPMAIMN: UMSI, MECTO JKUTEIILCTBA, MECTO YUeObl U ITPOYee;

e U30erait pazmemienus portorpadumii B IHTEpHETE, T/1e THI M300paKEH HA MECTHOCTH, IO KOTOPOM
MO>KHO OIPEAETUTH TBOE MECTOIOJIOKEHHUE;

e Ilpu perucrpanuu B COIUAIBHON CETH HEOOXOIUMO MCIIOJIb30BaTh CIOKHBIE MAPOJIU, COCTOSIINE
13 OyKB ¥ IIUQP U C KOJIUUECTBOM 3HAKOB HE MeHee §;

e Jlns coumanbHON CETH, MOUTHI U APYTrUX cCaliTOB HEOOXOAMMO MCIOJIb30BaTh pa3Hble naposu. Toraa
ecyii Te0s B3JI0MaloT, TO 3JI0YMBIIUIEHHUKH TOJy4yaT AOCTYI TOJIBKO K OJJHOMY MECTY, a HE BO BCE
cpasy.

JJIeKTPOHHbIE 1eHbIH

DNEeKTPOHHBIE JEHBI'W — 3TO OYEeHb YNOOHBIN CrOCO0 IMIaTeXel, 0JJHAKO CYIIECTBYIOT MOIIEHHUKH,
KOTOPBIE XOTAT MOJYYUTh 3TU JEHBIU.

DNeKTpPOHHBIE AEHbIU MOSBUINCH COBCEM HEAABHO M MMEHHO M3-3a 3TOI0 BO MHOTHX TOCYyJIapCcTBaxX 0
CUX IOp HE MPOMHCAaHO Mpo HHUX B 3akoHax. B Poccum ke oHM (YHKIMOHHMPYIOT U O HUX YXKe
MIPOIKCAHO B 3aKOHE, TJIe UX Pa3JeiaioT Ha HECKOJIbKO BUJIOB — aHOHHMHBIE U HE aHOHUMHbIE. PazHuna
B TOM, YTO AHOHHMMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcs MpOBOAUTh onepanuu 0e3 UAEHTU(PHUKALUN
[I0JIb30BaTENsl, a B HEAHOHMMHBIX HACHTU(QHUKALMM IOJB30BATENsl SIBJIAETCS  00s3aTEIbHOM.
Taxke crnemyer pa3nuyarh 3JI€KTPOHHbIE (DUATHBIE NI€HBIU (paBHBI TOCYIAapPCTBEHHBIM BallOTaM) U
ANIEKTPOHHBIC He(DpUAaTHBIC IEHBI'M (HE PAaBHBI TOCYIAPCTBEHHBIM BaJIIOTAM).

OcHOBHBIE COBETHI 110 0€30MACHOI padoTe C JJIEKTPOHHBIMU JACHbIAMU:

e [lpuBsoku K cueTy MOOMIIBHBIN TenedOoH. DTO camblii YIOOHBIM M OBICTPBIN CIIOCOO BOCCTAaHOBUTH
nocTyn K cuery. [IpuBsizaHHbIN TenedOoH TOMOXKET, eclii 3a0yIelTb CBOM TUIATSKHBINA TapojIb WA
3aiJIenIb Ha CAlT C HE3HAKOMOI'O YCTPOMCTBA;

e Ucnonw3yii ogHopa3oBble mapoiu. llocie mepexoja Ha YCHJIEHHYIO aBTOpH3alMIO TeOe yke He
OyZeT yrposkaTh OMACHOCTh Kpa)Ku WJIM TIepexBarta MIaTeKHOro MapoJis;

e BriGepu crnoxubiii maposib. [IpecTymHukam Oyaer He MPOCTO yraiaTh CIOXKHBIA MapoJib.
Hagnexxuple mapoiu — 3TO mapoJid, KOTOpPbIE COJEpKaT HEe MeHee § 3HAKOB U BKIIIOUYAIOT B ceOs
CTPOYHbIE U MPOMHUCHBIE OYKBBI, IIUPPHI U HECKOJIBKO CUMBOJIOB, TaKHe KaK 3HaK Jojuiapa, pyHTa,
BOCKJIMIIATENIbHBIN 3HaK u T.11. Hanmpumep, $tROng!;;

e He BBOJM CBOM JMUHBIC JaHHBIE HA CaliTaX, KOTOPHIM HE JOBEPSEIIIb.

DJIeKTPOHHAS MOYTA

DNEeKTpOHHAs MOYTa — 3TO TEXHOJIOTHUS U MPEAOCTaBIsIEMbIE €0 YCIYTH IO MEPECHIIKE U MOJIY4EeHUIO
AIIEKTPOHHBIX COOOIIEHUH, KOTOPBIE PACIPEIENISIIOTCS B KOMIBIOTEPHOU ceTH. OOBIYHO 3NIEKTPOHHBII
MOYTOBBIA SIIHUK BBIMJSAUT CIAEAYIOIMIMM 00pa3oM: MMs_TMOJb30oBaTensi(@ums_jomeHa. Taike Kpome
nepeayu MPoCcTOro TEKCTa, MMEETCsl BO3MOXKHOCTD TepeiaBaTh (hailibl.

OcCHOBHBIE COBETHI 10 0€30MACHOI PadoTe C JJIEKTPOHHO IMOYTOM:

e Hano BbIOpaTh MpaBUIIBHBIN MOUYTOBBIHM cepBUC. B MHTEpHETE €CTh OIPOMHBIN BBIOOP OECIIATHBIX
IIOYTOBBIX CEPBUCOB, OJJHAKO JIyYIll€ JOBEPATH TE€M, KOTO 3HACIIb U KTO NEPBBIN B PEUTUHTE;

e He yka3piBalli B sMyHON moure nuyHyr0 uHpopmanumio. Hampumep, mydime BbIOpaTh
«My3bIKaIbHBIN _(haHaT@» ninu «pok2013» BMecTo «Temal3y;

e lcnonw3yil ABYX3TallHyK0 aBTOPHU3ALMIO0. OTO KOIZA IOMHUMO Mapojsl HYXHO BBOJUTH KOZ,
npucbLIaeMblil o SMS;

e BriGepu crmoxHbIl Mapoib. Jas KaXIOro MOYTOBOTO SIIUKA JOJKEH OBITh CBOM HAJEKHBIMH,
YCTOWUYMBBIN K B3JIOMY I1apOJIb;

o Ecnu ecTb BO3MOXHOCTh HAMCATh CAMOMY CBOM JIMUHBIN BOIIPOC, UCIOJB3YH 3TY BO3MOKHOCTD;



o Hcrnonb3yil HECKOJIBKO IOYTOBBIX SIIIUMKOB. lIepBBIii U1 4acTHOM NEPENMCKU C aapecaTamy,
KOTOPBIM Thl JOBEpsiEllb. JTO AIEKTPOHHBIM aJpec HE HaJ0 HCIO0JIb30BATh IPU PErucTpaluy Ha
dbopymax u caifrax;

e He otkpeiBaii ¢ailsiel ¥ Apyrue BIOKEHHS B MUChMAaxX JAXKe €CJIM OHH MPHIIUIM OT TBOUX APY3EH.
Jlydie yTo4HM y HUX, OTIPABIISUIN JIU OHU TeOe 3TH (hailibl,

e [Tlocne okoHuaHust pabOTHI HA TOYTOBOM CEPBUCE IMEPE]] 3aKPHITUEM BKJIAJKH C CAHTOM HE 3a0y/b
Ha)kaTb Ha «BpIdTn».

Ku6epOy/uiHHI 1M BUPTYaJbHOE H31€BATE1bCTBO

KubepOymmuHr —  mpeciiejoBaHUE  COOOMICHHUSIMH, COACPIKAIMUMU  OCKOpOJICHUS, arpeccHio,
3allyTUBaHKE; XYJIWTAHCTBO;, COIMAJIbHOE OOWKOTMPOBAaHME C TOMOMIIBIO pAa3IMYHBIX WHTEPHET-
CEPBHUCOB.

OcHOBHBIE COBETHI 110 00pb0e ¢ KHOEPOYJVIUHIOM:

e He Opocaiicsa B 60#. Jlydqmmii crioco0: OCOBETOBATHCS KaK ce0sl BECTH M, €CJIM HET TOTO, K KOMY
MOKHO OOpaTUTHCS, TO BHAUYaJe YCIIOKOUTHCA. Eciam Thl HayHENIb OTBEYATh OCKOPOJICHUSIMH Ha
OCKOpOJIEHUS, TO TOJIBKO €1lle 00JIbIIe PA30AIKENb KOHDIHKT;

e VYmpasusii cBoel kubeppenyraiuei;

e AHOHUMHOCTH B ceTM MHHMMas. CyIIECTBYIOT CHOCOObI BBISICHUTb, KTO CTOUT 3a AHOHUMHBIM
aKKayHTOM;

e He crout Bectu XynuraHckuié o0Opa3 BHUpTyalbHOW *Xu3HU. MHTepHeT ¢ukcupyer Bce TBOU
JEUCTBUS M COXPAHSET UX. Y AAUTh UX OyAeT KpailHe 3aTpyTHUTEIHHO;

o CoOmromail CBOI BUPTYATBHYIO YECTh CMOJIOY;

e UrHopupyit eauHuuyHblii HeraTuB. OJgHOpPa30Bble OCKOPOUTENbHBIE COOOLICHHS  JIydlle
urHopupoBaTh. OOBIUHO arpeccusi MPeKpaliaeTcsi Ha Ha4aJIbHOUM CTaaNuu;

e ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIIEHUSIMH, B COIIHAIBHBIX CETSIX €CTh
BO3MOYHOCTh OJIOKUPOBKH OTHPABKH COOOIIEHHH C ONpeeNIEeHHBIX a/IpeCOB;

e Ecmu T1HI cBuuerens KuOepOymimHra. TBOM JEWCTBHS: BBICTYHHUTH IPOTHUB IIPECieoBaTeNs,
[I0Ka3aTh €My, YTO €ro JEHCTBHS OLIEHUBAKOTCS HETaTUBHO, MOJJIEPKATh )KEPTBY, KOTOPOU HyXHa
MICUXOJIOTHYECKast IOMOIIb, COOOUTUTH B3POCIBIM O (DaKTe arpeCCUBHOTO MOBEJICHUS B CETH.

MoOuabHbIH TesedoH

CoBpemeHHble cMapTHOHBI U IJIAHILIETHI COJEpKaT B cebe BIOJHE B3pPOCIHbIN (DYHKIIMOHAN, U TENepb
OHM MOTYT KOHKYpHUPOBAaThb CO CTAllMOHAPHBIMM KOMIblOTepamMu. OJIHAKO, CpPEACTB 3aIlUThl IS
MOJ0OHBIX YCTPOMCTB MOKa O4YeHb Mano. TecTHpoBaHME U MOUCK YA3BUMOCTEH B HHX IMPOUCXOIUT HE
Tak WHTeHCUBHO, Kak misa [IK, To ke camoe kacaercs W MOOWIBHBIX TpuiIoxkeHUWH. CoBpeMEHHBIC
MOOWJIbHBIE Opay3epbl YK€ MPAaKTUYECKH [JOTHAIM HACTOJbHBIC AaHaJOTH, OJHAKO pacHIMpeHue
(GyHKIMOHANa BJeYeT 3a co00i OOJBLIYI0 CIOKHOCTh M MEHBIIYIO 3alllMIIEHHOCTh. Jlaneko He Bce
MIPOU3BOJIUTENN BBIMYCKAIOT OOHOBJICHMSI, 3aKpPBIBAIOIINE KPUTUYECKHE YSI3BUMOCTH ISl CBOUX
YCTPOMCTB.

OcHOBHBIE COBETHI /ISl 0€30MACHOCTH MOOMJIBLHOIO TeJiepoHa:
o Huuero He sBusercs no-HacTosiieMy OecraaTHbIM. bByap ocTopoxeH, Beap Korja TeOe
IIpeUIaratoT OEeCIUIaTHbI KOHTEHT, B HEM MOTYT ObITh CKPBIThI KAKHE-TO IIATHBIE YCIYTH;
e Jlymaii, npexxae yem otnpaButh SMS, ¢oto mnm Bugeo. Tel TOUHO 3Haellb, Te OHU OyIyT B
KOHEYHOM uTOre?
e Heo0x0a1Mo0 0OHOBIIATE ONEPALMOHHYIO CUCTEMY TBOETO cMapT(hoHa;
o Vcnonp3yit aHTUBHPYCHBIE IPOTPAMMBI JUI1 MOOMIIBHBIX T€JI€(hOHOB;
o He 3arpyxail npui10>KeHUs1 OT HEU3BECTHOTO UCTOYHHUKA, BEIb OHU MOTYT COJIEP’KaTh BPEJOHOCHOE
IIPOrpaMMHOE 00eCIIeUeHHE;
o [Ilocne Toro kak Thl BBIHAEHIL C caiiTa, TJ€ BBOAWI JMYHYIO MH(OpManuio, 3aiiiu B HaCTPOUKH
Opay3epa u ynanu cookies;
o [lepuoanuecku npoBepsiil KaKue IUIaTHbIE YCIYyTd aKTUBUPOBAHBI HA TBOEM HOMEPE;
o JlaBaii cBoii HOMep MOOMJIBHOTO TenedoHa TOJBKO JIIOJSAM, KOTOPHIX Thl 3HAeIlb M KOMY
JIOBEPSCIIb;
o Bluetooth gomken ObITh BBIKIIIOUYEH, KOTJJa Thl UM He MoJib3yelbesi. He 3a0bIBail MHOTJa MpOBEPSITH
9TO.
Online urpsi
CoBpeMeHHbIE OHJIAH-UTPBI — 3TO KPacOYHbIe, 3aXBAaTHIBAIOLINE PA3BICUCHUs, 0ObEIUHSIONINE COTHU
TBICSY YEJIOBEK M0 BceMy MHpy. MIpoKu HCCIenyloT NaHHBIH UM MHUD, OOLIAIOTCA JIPYr C Ipyrom,
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BBITOJIHSIOT 3aJ[aHus, CPAKAIOTCSA C MOHCTPAMH W TOJYYalOT OMBIT. 32 yJIOBOJILCTBHE OHHU IUIATAT:
NOKYNAKT  JUCK,  OIUIAYMBAIOT  a0OHEMEHT  WJIM  NPHOOPETaroT  KaKue-TO  OIIHUHU.
Bce atm cpexctBa mAayr Ha moanep)KaHHWE M Pa3sBUTHE WIPHI, a TaKkKe Ha caMy O€30MacHOCTb:
COBEPIICHCTBYIOTCSI CUCTEMbl aBTOPH3AIIMH, BBIYCKAIOTCS HOBBIC NMaTud (UHU(POBBIC 3aIUIATKH IS
NporpaMM), 3aKpbIBAIOTCS YSI3BUMOCTH CEPBEpOB. B MOJOOHBIX MI'paxX CTOUT OMAcaTthCsi HE CTOJBKO
CBOUX COIICPHHUKOB, CKOJBKO KpPaXKH TBOETO IapoJisi, HA KOTOPOM OCHOBaHAa CHCTEMa aBTOPU3AIMU
OOJIBIIMHCTBA UTP.

OcHoOBHBIE COBETBI 0 0€30IMACHOCTH TBOEI0 HT'POBOI'o aKKayHTa.

o Ecnu apyroil urpok Beier cedst II0X0 WM CO3J1aeT Te0e HENPUITHOCTH, 3a0JI0KUPYH €ro B CIIUCKE
UTPOKOB;

o Tloxamyiics agMUHHCTpaTOpaM MWIpbl Ha IUIOXO€ IIOBEJEHUE OSTOr0 HWIPOKa, HKEJIATEJIbHO
MIPUJIOKUTH KAKHE-TO J0Ka3aTeIbCTBA B BUI€ CKPUHOB;

o He ykaspiBaii muunyro nHpopMaImio B mpodaiisie urpsr;

e VYBaxail IJpyrux y4aCTHUKOB II0 UTPE;

e He ycranaBnuBaii HeopuIUagIbHbIE TATYU U MOJIBL;

o crnons3yii CII0KHBIE U pa3HbIE NapOJIH;

e Jlaxe BO BpeMsl UI'PbI HE CTOUT OTKJIIOYaTh aHTUBHpPYC. [IoKa Tl Urpaelb, TBOW KOMIIBIOTEP MOTYT
3apa3uTh.

@OUIIMHT WM KPaKa JHYHBIX JaHHBIX

OObIYHOM KpaXkell AeHEer U JOKYMEHTOB CETOJIHS YK€ HUKOTO He yAUBHfIIb, HO C pa3BUTHEM MUHTEPHET-
TEXHOJIOTUH 3JI0yMBIIIJIEHHUKNA TIEPEMECTHIINCH B UHTEPHET, U MPOJAOIIKAIOT 3aHUMAThHCS «JTFOOMMBIM»
nenoM. Tak nmosiBUiIach HOBAasl yrpo3a: HHTEPHET-MOUICHHUYECTBA WM (DUILTUHT, TJIaBHAs LEJIb KOTOPOTO
COCTOUT B IMOJIyYEHHUH KOH(HUIECHIMAIbHBIX JTaHHBIX I[OJIb30BaTeleil — JIOTMHOB M mapojeil. Ha
aHrnuiickoMm s3bike phishing ynrtaercs kak ¢pumuHr (ot fishing — preibHas 1081, password — maposs).
OcHoBHBIE COBeTHI 10 00pbOe ¢ GPUIIUHIOM:

e Cnemu 3a cBOMM akkayHTOM. Ecimu Thl mojo3peBaelllb, YTO TBOS aHKeTa ObUIa B3JOMaHa, TO
HEOOX0MMO 3a0JIOKMpPOBATh €€ M COOOIUTHh aIMUHUCTPATOpaM pecypca 00 3TOM KaKk MOKHO
cKopee;

o Hcnons3yii 6e30macHble BEO-CalThl, B TOM YUCIIE, HHTEPHET-Mara3uHOB M IOMCKOBBIX CUCTEM;

e Hcrmonw3yil cnokHbIe W pa3Hble Tmapoiud. Takum oOpa3oM, eciu TeOsS B3JIOMAlOT, TO
3JI0YMBIIIJICHHUKH MOJY4aT AOCTYI TOJIBKO K OTHOMY TBOEMY IIPO(DUIIIO B CETH, & HE KO BCEM;

o Ecuu 1ebs B310Manu, To HEOOXOIUMO MPETYIPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOpPbIE 100aBIIEHBI
y TeOsl B py3bsAX, O TOM, YTO T€Osl B3JIOMAJIHN U, BO3MOXHO, OT TBOEIO UMEHHU OYyAET pacchbUIaThCs
CIaM U CChUIKU Ha (PUIIMHIOBBIE CAMTHI;

e YcranoBu HagexHbIN 1aposib (PIN) Ha MoOUIBHBIN TenedoH;

o OrTkiIrOuM COXpaHeHHe napoJis B Opaysepe;

o He otkpeiBail ¢ailsibl U Apyrue BIOKEHHUs B MUChbMaxX Ja)Xe €CIM OHU HPUILIM OT TBOUX APY3eH.
Jlydie yTo4HM y HUX, OTHPABIISUIN JIU OHU TeOe 3TU (hailibl,

Indposas penyranus

[MudpoBas pemyranust - O5TO HEraTMBHas WIM IO3UTHBHas uHGpopMmanMs B ceTu o Tebe.
Komnpomerupyromas nHGpopmanus pa3MelieHHas B UHTEPHETE MOXKET CepbEe3HbIM 00pa3oM OTpa3uThCs
Ha TBoeH peanbHOH xu3HU. «L{udpoBas penyranus» - 3T0 TBOH MMHUIK, KOTOPBIH (opMHUpyeTCs U3
uHpopMmanuu o Tedbe B MHTEpHETE. TBOE MECTO JKUTEJIbCTBA, yueObl, TBOE (PUHAHCOBOE IOJIOKEHHUE,
O0COOEHHOCTH XapakTepa M paccka3bl O OJIM3KUX — BCE JTO HAKAIJIMBAeTCs B  CETH.
MHorue noApoCTKU JIETKOMBICJIEHHO OTHOCATCS K IMyOIMKalMK JUYHOM MHpopManuu B HTepHeTe, He
MIOHMMAasi BO3MOXKHBIX MocieAcTBUN. Thl Jake HE CMOXKELIb J0rafarbCsi O TOM, yTo (oTtorpadus,
pasMmellleHHass 5 JeT Ha3zaJ, CcTajla [OpUYMHOM  OTKa3a TMpUHATH Teds Ha  paboTy.

Kommenrapuu, pazmenienue TBoux ¢otorpaduii 1 pyrue IeicTBUs MOTYT HE HCUYE3HYTh JaXKe Mocie
TOro, KaK Thl MX YAaNulllb. Thl HE 3Haellb, KTO COXpaHWJI 3Ty HMH(OpMaIuio, rnomnaja Jd OHAa B
MIOMCKOBBIE CUCTEMbI U COXpaHMJIACh JIM OHA, a IJIABHOE: YTO MOAYMAIOT O TeOe OKpYyKarollee JHOIHU,
KOTOpBIE HAWIyT M YBUIAT 3T0. HaliTh MHQOpMAIMIO MHOTO JET CHYCTS CMOXET JII0O0OH — Kak U3
TOOpBIX MOOYKICHUH, TaK U C HAMEPEHUEM NIPUYUHUTE BpeJl. DTO MOXKET OBITh KTO YI'OJTHO.
OcHoBHBIE COBeThI IO 3a1MTe HH(ppoBON penmyTanum:

o [lomymaii, mpex/ie ueM 4TO-TO MyOJIMKOBATh U MepeaaBaTh y ceds B 6J1oTe WK B COILIMATILHOM CETH;
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e B mHacTpoiikax mnpo¢uias yCTAaHOBH OTpPaHWYEHUS HA TPOCMOTP TBOEro Mpoduis u ero
COJICPKUMOTO, CAETai €ro TOIBKO «UIs APY3eh»;
e He pa3Meniaii u He yka3piBail HHPOPMAIIHIO, KOTOPAsk MOKET KOT0-THO0 OCKOPOJISITh UK OOMKATh.
ABTOpCKOE PaBo
CoBpeMeHHbIE IIKOJbHUKHA— aKTUBHBIE TOJIb30BaTeNd HHU(pPOBOro mpoctpaHcrea. OnHaKo Jaleko He
BCE 3HAIOT, YTO IOJIb30BAaHHE MHOTMMH BO3MOXHOCTSIMH LU(PPOBOrO MUpa TpeOyeT COOMI0ACHUS TIPaB
Ha MHTEJUICKTYAJIbHYIO COOCTBEHHOCTD.

TepMuH «MHTEIEKTyallbHass COOCTBEHHOCTBY» OTHOCUTCSI K Pa3JIMYHBIM TBOPEHUSM YEIOBEUYECKOTO
yMa, HauMHasi ¢ HOBBIX N300pEeTEeHUH U 3HaKOB, 0003HAYAIOLIUX COOCTBEHHOCTh Ha IMPOAYKTBI U YCIYTU
, W 3aKaH4YMBas KHUTaMH, (QoTorpadusimMu, KHHOPHIBMAMH M MY3BIKAIBHBIMH TPOU3BEICHHUSIMU.
ABTOpCKHME IpaBa — 3TO IpaBa Ha MHTEUIEKTyaJlbHYI0 COOCTBEHHOCTb Ha IPOMU3BEICHMSI HAYyKH,
JUTEpaTyppl W HUCKycCTBa. ABTOPCKHE IIpaBa BBICTYNAIOT B KauyeCTBE TapaHTUU TOro, 4YTO
MHTEIJUICKTYaJIbHBIN/TBOPUECKUN TPyA aBTOpa HE OyIeT HampacHbIM, JacT €My CIpaBeIINBBIC
BO3MOXHOCTH 3apaboTaTh Ha pe3yabTaTax CBOEro TPyJa, MOJY4YUTh U3BECTHOCTh U Mpu3HaHue. Hukro
0e3 paspelleHusl aBTOpa HE MOKET BOCIPOM3BOIUTH €r0 MPOU3BEICHHE, PACIPOCTPAHSITh, IyOIMUHO
JNEMOHCTPUPOBaTh, IMpOoJaBaTh, WMIIOPTUPOBATH, NYCKaThb B MPOKAT, IYOJUYHO HCHOJHSITD,
MTOKa3bIBAaTh/UCIIOJIHATh B apupe WIIN pasmemarb B HHutepHere.
Hcnonb3oBaHue «IMpaTcKoro» MpOrpaMMHOIO OOECTIEUeHHUs] MOXKET MPUBECTH K MHOTMM PHCKam: OT
MOTEPU JAaHHBIX K TBOMM aKKayHTaM JI0 OJIOKMPOBKH TBOEr0 YCTPOMCTBA, IJIe YCTaHOBJICHHBIA HE
neranpHas nporpamMma. He crouT Takxke 3a0bIBaTh, 4YTO CYIIECTBYET JerajbHble M OecIUIaTHbIE
IIPOTrpaMMBbI, KOTOPBIE MOYKHO HANTH B CETH.



